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ST1331, ST1333
ST1335, ST1336

HIGH ENDURANCE CMOS 272 Bit EEPROM
WITH SECURE LOGIC ACCESS CONTROL

� SINGLE 5 VOLTS POWER SUPPLY
� HIGHLY RELIABLE CMOS EEPROM

TECHNOLOGY:
• 10 years data retention
• 1 Million Erase/Write cycles endurance

� PROGRAMMING TIME < 5 MS.
� MAIN MEMORY DIVIDED INTO :

• 16 bits of chip identification data
• 48 bits of card identification data
• 40 bits of counter
• 16 bits for validation certificate
• 64 bits for authentication secret key (ST1333/

35) / issuer defined area (ST1331/36)
• 32 bits for anti-tearing flags (disconnected by

option)
• 56 bits of user defined data (not erasable by

option)
� COUNTER CAPACITY UP TO 32767 (85 -1)

UNITS.
� CERTIFICATE FOR CARD VALIDATION
� ADVANCED AUTHENTICATION FUNCTION

(ST1333/35)
� 24 BITS TRANSPORT CODE.
� SPECIAL ANTI-TEARING MECHANISM.
� RESET ON VCC HIGH AND LOW.
� TWO COMMUNICATION PROTOCOLS

POSSIBLE:
• 6 contacts for ST1331/33
• 5 contacts for ST1335/36

� E.S.D. > 4000 VOLTS.

ST133x family Products

Product
Advanced

Authentication
function

Communication
Protocol

6 contacts 5 contacts
ST1331 Yes

ST1333 Yes Yes
ST1335 Yes Yes

ST1336 Yes

Delivery forms

Pin Connection

Contact name

CLK Clock

RST Function code for ST1331/33

Reset for ST1335/36

B Function Code for ST1331/33

I/O Data Input / Output

Vcc Supply Voltage

GND Ground

Micromodule Wafer

SCP 046a/AI

RST

VCC

ST1331/36 
ST1333/35

GND

I/O

CLK

B
(ST1331/33 only)
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DESCRIPTION
The ST133x circuits, mainly dedicated to prepaid
phone card applications, are a 272 bit EEPROM
protected by hardwired security logic and special
”fuses”. The memory is a matrix of 34 x 8 cells ac-
cessed bit by bit for reading and programming
and by byte for internal erasing. An on-chip ad-
dress counter provides an internal adressing
space up to 512 bits.
These circuits include an identification data area,
basic units counter with an anti-tearing counting
mechanism (for proper usage in open readers), a
post validation certificate, an issuer defined area
(ST1331/36) or a special authentication secret key
(ST1333/35), and user defined area.The valida-
tion certificate implemented in the memory allows
the recognition of the circuit by the appropriate se-
curity module.
The anti-tearing mechanism allows the prevention
of any loss of units in the case of an aborted oper-
ation when using an open reader (unwanted ex-
traction).

This circuit receives 4 commands through external
pads: RESET, which resets address to 000d,
READ which increments address and reads the
corresponding data and, COMPARE which allows
internal transport code comparison with presented
code, finally PROGRAM which changes the mem-
ory contents. Two communication protocols are
possible: ST1335/36 use 5 contacts (Vcc, GND, I/
O, CLK and RST) while ST1331/33 also use an
additional contact (B).

The circuits can be used in 2 different CONFIGU-
RATIONS in NORMAL mode: the first one is for
the ISSUER (Card manufacturer) where special
data can be written into the chip during initialisa-
tion and the second one is for the final USER.

Two options can be chosen on ordering :

– The anti-tearing mechanism can be disconnect-
ed. In this case, the anti-tearing flag area from
bit 288d to bit 319d is unused (seeFigure 3,
Memory Mapping, on page 3).

– The user defined area from bit 320d to bit 375d
can be defined as “not erasable” in USER con-
figuration.

EXTERNAL COMMANDS
SIX CONTACT COMMUNICATION PROTOCOL
This set of commands is defined to be fully com-
patible with existing FRANCE TELECOM system.
The 4 commands are defined by sampling the
state of RST and B lines on the rising edge of CLK
as indicated in the table below.

The circuit is connected to an external resistor on
I/O line. For this protocol a PROGRAMMED bit is
read as a logic ”1” (I/O line = Vcc), an ERASED bit
is read as a logic ”0” (I/O line = Gnd).

FIVE CONTACT COMMUNICATION PROTO-
COL
This set of commands is defined to be fully com-
patible with existing ST1305 circuits or like.
The RESET and READ commands are defined by
sampling the state of RST line on the rising edge
of CLK, while the PROGRAM command is select-
ed by a high level pulse on RST line before a CLK
pulse as indicated in the table below.

The circuit is connected to an external resistor on
I/O line. For this protocol a PROGRAMMED bit is
read as a logic ”0” (I/O line = GND), an ERASED
bit is read as a logic ”1” (I/O line = Vcc).

RST B CLK COMMAND
0 0 0 --> 1 RESET & READ 000d

1 0 0 --> 1 NO EFFECT
0 1 0 --> 1 INCREMENT ADDRESS &

READ DATA
0 1 0 --> 1

1 --> 0

INCREMENT ADDRESS &
COMPARE

1 1 0 --> 1 PROGRAM

RST CLK COMMAND
1 0 --> 1 RESET & READ 000d

0 0 --> 1 INCREMENT ADDRESS &
READ DATA

0 0 --> 1

1 --> 0

INCREMENT ADDRESS &
COMPARE

0 -> 1 -> 0

0

0

0 --> 1

PROGRAM
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Memory Mapping

Shaded areas correspond to
the real physical EEPROM

memory cells

CIRCUIT ID. AREA

SCP 035a/DS

16 masked
bits

48 bits

40 bits

DATA AREA
(CD)

(Counters and
Transport Code)

64 bits

4 + 4 bits

(ID)

16 bits

CARD IDENTIFICATION
AREA

RESERVED AREA (RA)

CERTIFICATE (CER)

RANDOM RAM
ST1333, ST1335
(WRITE ONLY)

(RN)

32 bits

32 bits ANTI TEARING FLAGS

AUTHENTICATION
SECRET KEY

(ST1333, ST1335)
(SK)

56 bits USER DEFINED AREA

16

64

104

112

192

288

320

376

ISSUER DEFINED AREA
(ST1331, ST1336)

NOTE : RANDOM RAM
access as indicated is
for USER configuration

ONLY

RESERVED AREA (RA)

UNUSED

SIGNATUREFUSES 256

128

7 4 l 3 0
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Information furnished is believed to be accurate and reliable. However, SGS-THOMSON Microelectronics assumes no responsibility for the
consequences of use of such information nor for any infringement of patents or other rights of third parties which may result from its use.
No license is granted by implication or otherwise under any patent or patent rights of SGS-THOMSON Microelectronics. Specifications
mentioned in this publication are subject to change without notice. This publication supersedes and replaces all information previously sup-
plied. SGS-THOMSON Microelectronics products are not authorized for use as critical components in life support devices or systems with-
out the express written approval of SGS-THOMSON Microelectronics.
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